




OFFICIAL USE ONLY 

OFFICIAL USE ONLY  
DHS ICE Forensic Document Laboratory DHS ICE Forensic Document Laboratory DHS ICE Forensic Document Laboratory DHS ICE Forensic Document Laboratory DHS ICE Forensic Document Laboratory DHS ICE Forensic Document Laboratory

1

Intentionally Altered Fingerprints 
2010R-02

INTRODUCTION

This guide is intended to assist officers in examining fingerprints which appear to exhibit intentional 
alterations. Federal, state, and local law enforcement agencies have observed a recent increase in individuals 
who have intentionally altered their fingerprints in order to mask their true identity and avoid detection. 
Intentional alterations allow individuals to “fool” Automated Fingerprint Identification Systems (AFIS) similar 
to those used at border crossings, police departments, and consular offices, thus defeating the purpose for the 
system, i.e., to identify individuals on a watch-list. 

FINGERPRINT PATTERNS AND FOCAL POINTS

The skin on the undersides of the hands and feet is different from the skin on the rest of the body. It is 
covered with fine, raised areas called friction ridges. This skin is 
referred to as friction ridge skin (Figure 1). The friction ridges of 
the fingertips make up what are commonly referred to as 
“fingerprints.”       

Fingerprints take on three (3) general patterns: the arch, the loop,
and the whorl (Figure 2). In the arch pattern, ridges enter one side 
of the pattern area, make a slight rise in the center and exit out the 
other side. In the loop pattern, ridges enter one side of the pattern 
area, loop around to form a recurve and exit back out the same 
side. Whorls can take on many appearances but generally take on 
a “bull’s eye” appearance. Within the pattern areas of loops and 
whorls are focal points called cores and deltas. The core is the 
approximate center of the pattern area. The delta is the area at 
which the ridges diverge or form a “Y” shape (Figure 2). 

          

                  

          Figure 1   
                   Friction ridge skin 

                   

      Figure 2 
         Fingerprint patterns and focal points (Image source: S Meagher) 
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ANATOMY OF FRICTION RIDGE SKIN

Friction ridge skin, like all skin on the human body has two outer layers: the epidermis and the dermis
(Figure 3). The epidermis is the outermost layer of skin and is made up 
of several layers of skin cells, including the horny layer which is 
composed of dead skin cells at the skin surface. The dermis is made up 
of loose connective tissues and houses various blood vessels, tactile 
nerves, and glands, including sweat glands. 

The lowest layer, or basal layer, of the epidermis is where new skin cells 
are generated (Figure 4). Over the course of 
30 – 45 days, as new cells are generated, 
older cells migrate toward the skin surface. 
During the migration, the cells change in 
structure, gradually dehydrating and dying 
off as they reach the topmost or horny layer. 
Once at the horny layer, the dead skin cells      Figure 3

will eventually be sloughed off, or shed, to          Epidermis and dermis

make way for the newer cells. 

               
    Figure 4 
  Cell layers of the epidermis 

PERMANENT VS. TEMPORARY SCARRING

Because new cells are generated only at the basal layer, damage to the skin (cuts, burns, etc.) that do not 
reach the basal layer will result in temporary scars. Temporary scars will last no longer than the 30 – 45 
day time period that it takes for the damaged cells to migrate toward the surface of the skin, eventually die 
and then slough off. Damage that reaches the basal layer will result in permanent scars which will NOT 
disappear over time. 

The appearance of temporary and permanent scars in the form of cuts is quite different. Cuts which form 
only temporary scars will have straight edges which 
may only slightly affect the flow of the ridges 
(Figure 5). Cuts which have affected the basal layer 
and result in permanent scars have a puckered 
appearance and it is often difficult to follow the flow 
of individual ridges (Figure 6). If the permanent scar 
affects the core and/or delta area of a print, the 
original pattern type may be obliterated.  

               

    Figure 5 
              Temporary scars                               Figure 6 

                       Permanent scar
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HISTORICAL CASES 

Criminals have been trying to mask their true identities through various means for many years. One such 
method is to intentionally mutilate or alter their fingerprints. One of the most famous cases of intentional 
fingerprint alteration in the United States involved the 1930s gangster John Dillinger (Figure 7). Records 
indicate that Dillinger had the mutilation performed by a plastic surgeon who cut through the delta and 
core areas on each finger and then poured acid into the cuts. 

Figure 7 
Morgue prints of John Dillinger (Image source: J Barnes) 

INTENTIONAL ALTERATIONS 

Several methods of intentionally altering fingerprints exist. In the last several years, two surgical forms 
have been seen in increasing numbers. One method consists of using a scalpel or laser to make cuts 
vertically through the central section (core) of the finger pad. Scars from this type of surgery will be 
present on all 10 fingers appearing as thin vertical lines with multiple lighter horizontal lines (Figure 8). 
Scarred areas in inked prints will appear as gaps or voids in the ridges (Figure 9, 10 11).
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               Figure 8              Figure 9  
    Permanent scars from altering surgery (Image source: K Burke)                Inked prints of surgically altered fingers 

          
   Figure 10           Figure 11 
            Inked prints of surgically altered fingers                  Inked prints of surgically altered fingers 

The second method consists of cutting “z-shaped” flaps into the skin on the pad of the finger. The flaps 
are then lifted and their positions reversed (Figure 12).  

Figure 12 
Possible method for surgical alteration of prints (Image source: K Wertheim) 

Additional instances of intentional alterations which occur more rarely include:             
Transmogrification in which circular sections of the skin are cut, removed, and either inverted in 

the same location or switched with a similar excised piece of another section of skin. 
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 In 2007, an individual in the custody of the Massachusetts State Police chewed off the center 
portion of his fingerprints. 
 Burning the fingers or cutting the fingers with razors or other sharp objects and then burning them 
with a hot object or chemicals. 

Transplantation in which skin from the toes is transplanted to the fingers or 
the skin from different fingers is switched (Figure 13).  
  In April of 2009, a female attempting to enter Japan was stopped and
admitted to having paid a surgeon to switch the fingerprints of her right hand to her 
left and vice versa.                   
                   Figure 13 
                 Transplantation
                     

INTENTIONAL VS. ACCIDENTAL ALTERATIONS

Accidental alteration of the fingerprints is quite common and should not be confused with intentional 
alteration. While intentional alteration affects all ten fingers, accidental alteration in the form of cuts and 
scars typically only affects one, two, or three 
fingers. One form of accidental alteration which 
typically affects all ten fingers is the wearing 
down of the friction ridges, often due to 
occupational activity or repetitive actions which 
abrade the fingertips (Figure 14). This type of 
wear is common in manual laborers such as 
construction workers. Because no damage has 
been done to the basal layer of the epidermis, the 
ridges will grow back 30 - 45 days after cessation 
of the activity.             Figure 14  

               Inked prints of worn friction ridges 

INTENTIONAL ALTERATIONS AND AFIS 

Intentional alterations such as the methods listed above allow individuals to defeat Automated 
Fingerprint Identification Systems (AFIS) because 
those systems often focus on the central area of the 
fingerprint. Ridge detail in the altered prints often 
remains clear and a record quality of “Excellent” or 
“Very Good” may be achieved (Figure 15), but 
rarely will AFIS be able to match altered prints to a 
set of fingerprints taken prior to the alteration.
Many times inked prints taken post-alteration can 
only be identified to pre-alteration records through 
a manual examination by a skilled Fingerprint 
Examiner (Figure 16). As a case in point, one AFIS 
unit recently encountered the intentionally altered 
prints of an individual whose only record appeared

          Figure 15  
            Livescan record of intentionally altered fingerprint registering  
                   a quality rating of “Excellent” 
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to be a single deportation due to ineligibility. Upon further research, it was found that this individual 
had three (3) Federal Bureau of Investigation (FBI) numbers, two (2) Fingerprint Identification 
Numbers (FIN), and two (2) Alien registration numbers. Those additional records revealed an extensive 
criminal history.              

     

                  

               

                     Figure 16 
                              Charted identification of inked prints pre- and post-mutilation

WHEN INTENTIONAL ALTERATION IS DISCOVERED 

The Fingerprint Section of the ICE Forensic Document Laboratory (FDL), in association with other 
agencies and organizations, is attempting to catalog instances of intentional mutilation of fingerprints. 
This collection will serve as a reference database to support the development of AFIS algorithms which 
can successfully match mutilated fingerprints to their pre-mutilated mates. The Fingerprint Section 
requests that the following information be collected in all instances of mutilated fingerprints: 

 1. Good quality copy of the fingerprint card (hard or electronic copy) 
 2. Good quality photographs of the mutilated fingers (digital or film) 
 3. Personal descriptors (name, sex, DOB, identifying numbers, race) 
 4.  Country of origin 
 5. When and where the mutilation was performed 
 6. Manner in which the mutilation was performed (scalpel, laser, etc) 
 7. Price paid to perform mutilation 
 8. Any information on the person performing the mutilation 
 9. How the individual learned of the alteration process and the person performing the  
  alteration “service” 
 10. Whether the subject has been fingerprinted or crossed any international borders since the
  mutilation was performed; if so: 
   a. Whether the mutilation was noticed at the time 
   b. Whether the subject successfully “defeated” the AFIS system(s) and, 
    if so, which ones? 
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Please forward this and any additional information to:   
   Laura Tierney, Senior Fingerprint Specialist 
   OI FDL STOP 5116    

Immigration and Customs Enforcement 
   Forensic Document Laboratory 
   8000 Westpark Dr, Suite 325 
   McLean, VA 20598-5116 
   703-285-8722 
   laura.tierney@dhs.gov
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